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HOW TO USE
SAFELY?



Tips and
suggestions



Always have private profiles
on Social Media.

Limiting personal
information/data on Social
Media.

Do not accept friends
or followers from unknown
people.

Pay attention to photos
and videos posted on the

Internet
Profiles are private, but the Internet is

public. From the moment
you put a photo, a video, a comment

on the Internet, it's there forever.

Warn against sharing
personal/intimate photos

and videos
Once they have been sent, the

recipient can do whatever they want

with them.

Online Conversations
Warn people not to answer

to unknown messages or those asking
for personal information. Block or

Report such users.

Keeping personal data and
information private or
blocked on Social

Networks.
Social Engineering uses this type of

data.

PRIVACY AND
SOCIAL
NETWORKS

Fake Profiles
Inform that they exist, and that it is very

difficult to recognise. Therefore, only
accept as followers people you really

know.

Virtual Harassment/Grooming
Explain to young people that the

Internet and social networks can be used
for malicious people to get in touch to

access their image by sending photos.

Social networks are not a
diary
You don't have to post everything you do

on a daily basis.

Encourage your child to talk to

you
if something happens on the Internet

that bothers him/her.

Check the Social media
Privacy Settings with
your child.




ACTIVITY:

Reflection and discussion on each of the videos

O objetivo desta atividade é proporcionar recursos que permitam uma
reflexao sobre o tema Redes Sociais.

LINK 1 - What is Privacy

https://www.youtube.com/watch?v=zsboDBMq6vo

LINK 2 -Data Protection

https://www.youtube.com/watch?v=VUae3XgIZVU

LINK 3 - Communications Surveillance

https://www.youtube.com/watch?v=RIpmbQTulItE

Videos by Privacy International



Questions
for Youth




QUESTIONS:

Why do you like Social
Media, such as Instagram,
TiKTok or YouTube?

Why do you use several
Social Networks?

What are your reasons
for publishing?

Why is it important to
have likes or views?

How do likes and
comments interfere
with your life?

Do you know all the
followers of your
accounts? How do you
decide which profiles can
follow you?

What do you do when
someone tries to
contact you?

How much time a day
do you spend on the
Internet?

Do you consider
yourself online
dependent?

Have you ever been
bothered by
something you saw on
the internet, or that
happened to you?

If you see a situation
of Hate and/or
cyberbullying on the
Internet, on the social
networks you follow,
what do you do?

And if you are the victim of
a cyberbullying situation
what do you do



CRITICS

CRITICS



